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ABSTRACT 
 

In future the advancement of technology in System Security application, need to perform advance 
security with high availability. The communication network is a process to transfer the information from one 
place to another and it leads to the development of security issues in emerging technology.  In the security 
network the additional attention from analysis to development community and hospitality. The development 
of security issues is in under research and we needs to analyze the part of the authentication of other users 
using MAC address.  In security system the MAC address cannot be applied to authentication by directly owing 
to restricted resources.  The main issues of security issues in the networks are Privacy, Technical faults, 
Accuracy.  Therefore to analyze the user nodes from one node to another node and finally to show the MAC 
address of the each connected systems by using the user IP Address to access the data. 
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INTRODUCTION 
 

      In the advancement of technology in Health Care application Wireless Body Sensor Network (WBSN) 
have introduced as a new technology.  However, the security privacy of a person is more important in WBSN 
as the Health information.  A wireless body sensor network consists of a small device which is attached on the 
body and it is capable of performing a wireless communication link among it.  For the purpose we are giving a 
high security to ensure the MAC Address of the user using its IP Address. 
    

The advanced technology in health care application is to perform a wireless communication from one 
end to another end and it is successfully transfer the physiological signals and values of the patient as same as 
sending the values we need to ensure the security level of the patient details in wireless communication. The 
security privacy of a person is more important in the Health information.  A Security network consists of a 
small device which is attached on the body and it is capable of performing a communication link among it.  It 
provides the health information of a person and monitoring a Physiological signal and gives MAC.  In this 
communicational link it needs to ensure the privacy and safety which leads to the security challenges.   
  

In this proposed model the communication link is attached with the model and providing high security 
to the communication process.  The proposed model is used to wireless body sensor network to attach and 
produce the secure data collection from the advanced level of the module.  So, by using this project we are 
providing security to the wireless networks and interface the network with the proposed algorithm.  The 
implementation of a wireless technology is to improve the quality of data resolution of data and mobility of 
patient may be increased.  Data confidentiality is one of the most important aspects in wireless body sensor 
network security. The requirements of this security and privacy is constraints of power memory, capability for 
computation, it is mainly for the sensors which is implanted into the body.  It protects against the 
unauthorized of network resources. 
 
SYSTEM ANALYSIS 
 
EXISTING SYSTEM 
 

It is one of the authorizing current technologies in security.  Security is the main concerns for every 
wired networks and wireless based networks.  So, far the resources have implemented the physically 
implementing the sensor nodes and sensor networks for secure communication.  The various protocol to 
provide the basic needs of the data security i.e., data Confidentiality, Integrity and Authentication.  In security 
each of the authentication mechanisms are simulated in the operations, power consuming, energy 
consumption and security level to be analysis for security.   Security should be implemented on all the 
necessary cryptographic computations and computed to reduce the energy consumption.   

 
Security services are offered access control, data encryption, integrity and authentication.  It is used 

to develop the improved wireless body sensor network protocols for improving the nodes.  The existing 
security has required intensive computation and memory which is limiting factor in wireless body sensor 
network. Therefore, number of security mechanism is already exist security analysis is used for the wireless 
sensor network.  In the Existed Module the goal of this Security monitoring system is to provide the public 
health officials with the tools that enhance their ability to safeguard the health communities to save.  It 
provides the automatic system updates and ensures the security of all identifiable patient information.  Then, 
the system discovers a potential health threat, an immediate notification is sent to the user authenticated 
person in health monitoring system.  In earlier days, the system allows continuously to monitor patient’s status 
where these systems require the sensor to be placed bedside monitors or PC’s. So, in this system the patient 
cannot be move from a particular place and the limits is applicable for the systems. 
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EXISTING SYSTEM BLOCK DIAGRAM: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure:2.2. Existing system 
 

METHODS 
 
Energy efficient biometric key distribution:  
 

In this key, the wireless body sensor network consists of group of biomedical sensors which is 
deployed on the human body.  The biomedical sensor which performs the function of monitoring health 
information and transmitting it to the control sensor by one or multiple hops then, the signals are collected 
and forward to the external device for the further processing.  In this key it represents by using fuzzy 
construction by key encoding and decoding. 

 
Novel Key Distribution Of BSN AES Key: 
 

In this key communication, the secure communication between the sensors in BSN requires the 
presence of identical cryptographic key.  The key generation is very important factor in security solution and 
the biometrics based cryptosystem, the signals is not only used to generate witness and to ensure the security 
transmission of the key is generated.  Here, the fuzzy vault scheme is introduced by the previous key and the 
keys encoding and decoding is generated.  AES as a stream cipher is considered as an operator which operates 
on a finer, larger number of bits to provide a bigger and high security. 

 
PROPOSED SYSTEM: 
 
 The particular threats that a wireless body sensor network has categorized into outsider and insider 
attack.  The attacker node is not an authorized, to the participant sensor network.  It will be a security threats 
to the participant and network authentication.  The encryption and authentication access is used to prevent 
such an attack to gain any special access to the body sensor network.  The signals can be used to encrypt and 
decrypt the symmetric keys to distribute it securely.  The Signal Processing of an each node can be vulnerable 
to access. 
 
PROPOSED ALGORITHM: 
 
1. The stream packets are clustered to blocks, its mainly denoted by as block[i], with the packets in each block, 
where 0<i<1 total number of packets is used to padding when the number is generated to the block. 
2.  The length(n-bits) is used for each data block in ’n’. 
3. A hash function is denoted by H(x), is one-way communication of the padding. 
4.  Here the IP address is normally represents by x and Y. 
5.  A secret key ‘k’ is only know to the authenticated users. 
6.  The origin of the data stream can be identified by the n-bits, where 0<n<infinity. 
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PROPOSED ALGORITHM BLOCK DIAGRAM: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure:4.2.Proposed System 

 
IMPLEMENTATION 
 
 The interface of the networks using wireless is possible condition to identify the others address and 
locations.  For the purpose the interface techniques using IP address and MAC address is used to find the 
wireless techniques and the IP address is the existing system and in the proposed system the MAC address is 
used to find the attacker and its used to avoid the threats of data of the particular person and their details 
using the wireless systems.  To implement the proposed algorithm Visual Studio and SQL Server is used. The 
implementation of the module is implemented by visual basic windows form and the algorithm is 
implemented then, the IP address and MAC address of the user can be shown using the proposed algorithm. 
 

 
          
WINDOWS FORM CREATION 
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INITIALIZATION 

 

 
 
EXECUTION AND RESULT   
 
SYSTEM REQUIREMENTS 
 
HARDWARE REQUIREMENT 
 

SYSTEM Intel(R) Core(TM) i3-4005U CPU @ 1.70GHz 

HARD DISK 40 GB 

RAM 256 MB 

 
TABLE: 6.1.HARDWARE REQUIREMENT 

 
ABOUT HARDWARE: 
 

The System requires the hardware components to process the instructions and the processor requires 
Intel(R) Core(TM) i3-4005U CPU @ 1.70GHz.  The hard disk contains 40GB Usable to contain the storage in the 
system and it requires the speed i.e., RAM 256 MB to run the program and the installation will be done by 
using this hardware. 

 
SOFTWARE REQUIREMENT: 
 

Front End VB.NET 

Back End SQL SERVER 2008 

Software Type Application Software 

Operating System Windows 7 / Windows 8 

Coding Language VB.NET(Forms), JAVA 

 
TABLE:6.2.SOFTWARE REQUIREMENT 

DEVELOPMENT OF VARIOUS MODULES: 
 
SECURITY ANALYSIS 
 

It is one of the authorizing current technology in security.  Security is the main concerns for every 
wired networks and wireless based networks.  So, far the resources have implemented the physically 
implementing the sensor nodes and sensor networks for secure communication.  The various protocols to 
provide the basic needs of the data security i.e., data Confidentiality, Integrity and Authentication.  In security 
each of the authentication mechanisms are simulated in the operations, power consuming, energy 
consumption and security level to be analysis for security.   Security should be implemented on all the 
necessary cryptographic computations and computed to reduce the energy consumption.  Security services are 
offered access control, data encryption, integrity and authentication.  It is used to develop the improved 
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wireless body sensor network protocols for improving the nodes.  The existing security has required intensive 
computation and memory which is limiting factor in wireless body sensor network. Therefore, number of 
security mechanism is already exist few security analysis is used for the wireless sensor network. 
 
CONFIDENTIALITY 
 
 It is used to protect the sensed data and exchanges between the communication sensor nodes.  The 
Access must be restricted to those unauthorized to view the data.  Data encryption is a common method of 
ensuring confidentiality.  The constitute standard procedure includes biometric verification and security tokens 
and key tokens to analyzing the authentication user to access the data. 
 
INTEGRITY AND AUTHENTICATION 
 
 Integrity is necessary to enable the sensor node to detect modified, injected or replayed the data.  It 
is a secret key to guarantee data integrity.  The Authentication is the procedure of identifying the right node.  
Integrity involves maintaining the consistency, accuracy and trustworthiness of data and its entire life cycle.  
Data must not be changed and the step must be taken to ensure i.e., data cannot be altered by unauthorized 
user.  It measures include file permission and user access controls.  In an Integrity, version control may be used 
to prevent the enormous changes or any accidental deletion by authorized users becoming a problem.  In 
addition, the data in place to detect can be seen where any changes in data that might occur as a result of non-
human cased event such as Server Crash.  Some data might easily capture and it includes even cryptographic 
key checks for verification. 
 
AVAILABILITY 
 

It is one the best ensured rigorously maintaining of all hardware. The attacks like Denial-Of-Service 
(DOS) i.e., bringing down the network itself may have some serious consequences to the health information 
data of a person. The maintaining a correct functioning of operating system environment is more important 
i.e., free of software may be conflicts. However, Symmetric key is not as public key cryptography, which makes 
the design of secure applications. 

 
HEALTH MONITORING SYSTEM:  
 

The goal of this health monitoring system is to provide the public health officials with the tools that 
enhance their ability to safeguard the health communities to save. It provides the automatic system updates 
and ensures the security of all identifiable patient information. Then, the system discovers a potential health 
threat, an immediate notification is sent to the user authenticated person in health monitoring system.  

 
In earlier days, the system allows continuously to monitor patient’s status where these systems 

require the sensor to be placed bedside monitors or PC’s. So, in this system the patient cannot be move from a 
particular place and the limits is applicable for the systems. But, now there is no bedside monitoring system. 
Because, it is controlled and monitored by wireless body sensor networks. It is emerged as a new technology, 
the patient’s health is monitored continuously and patient can be easily moved from a particular place.  

 
We can also reach to continuous health monitoring by using adhoc wireless networks and it can be 

transmitted over a short-range. The patient’s physiological signals are monitored and accessed by the sensor 
and it is transmitted to the remote base station to PC or monitor and store to analyzing it. The sensors on 
patient’s body can be able to sense the health rate/Blood Pressure (BP) and so on. It can be able to detect the 
abnormal conditions.  

 
The health monitoring system allows an individual to closely monitor the changes of a signals and vital 

signals and provide an optimal health status. It is one of the most valuable system to monitor the physiological 
signals of a person’s health information data. 

 
BIOMETRIC KEY DISTRIBUTION:  
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In this key, the wireless body sensor network consists of group of biomedical sensors which is 
deployed on the human body. The biomedical sensor which performs the function of monitoring health 
information and transmitting it to the control sensor by one or multiple hops then, the signals are collected 
and forward to the external device for the further processing. In this key it represents by using fuzzy 
construction by key encoding and decoding. The existing biomedical sensor devices are used to read the 
Interpulse information (IPI) signals of ECG which is consists to perform the key in a public domain ECG 
database in the physiobank. ECG biometrics for secure communications in WBSN. The basic idea was to 
represent the ECG biometrics in an ordered set and transform the problem of key agreement into the problem 
of set reconciliation, so as to decrease the necessary transmission bits of the public information. Experiments 
showed the new approach could remarkably reduce the communication bits for key agreement and achieve 
lower energy consumptions. 

 
TECHNICAL CHALLENGES: 
 
 In technical challenges, the cryptography key requires the exact right keys when the authorized user 
used the system, even the same data values are monitored from the different locations of the same system in 
the same time will suffer from distortions to a certain extent.  It is used to generate or conciliate accuracy keys 
using the MAC. Moreover, the energy costs of sensing and computation are immediately so small i.e., almost 
negligible compared to the expensive cost of communication in wireless body sensor network and then the 
security and threats will be reduced using the biometric key distribution. Therefore, the biometric key is used 
to transmit the physiological signal information to the health monitoring system and the security is high using 
this biometric key distribution. It shows the MAC address of the Unauthorized user when corrupt the data and 
the values of the particular user. 
 

RESULTS AND DISCUSSION: 
 

The Security Requirements exists one or more base stations operating as a data sinks and consists of 
gateways to IP networks.  It is issued to avoid confusion with the Central Intelligence Agency.  The elements of 
the security are considered as the three most crucial components of security.   

 
In private key cryptography the parties involved all need to be in possession of the same secret key in 

order to be able to successfully communicate. But how they distribute such a secret key? We cannot just send 
it over an insecure channel and encrypting it also does not work, since then the receiving party will not be able 
to decrypt it. There are quite a few variations of this problem. We will start out assuming that there is no 
previously shared information between the participating parties. 

 
The each client provides a not assaulted ID, which is utilized to identify the client during our detection 

period. Despite that the application Hit is difficult to be traced by identifying the IDs of attackers the firewall 
can block the subsequent malicious requests. The attackers are assumed to launch application service requests 
either at high inter arrival rate or high workload, or even both. he term “request” refers to either main request 
or embedded request for HTTP page. Since the detection scheme proposed will be orthogonal to the session 
affinity, we do not consider the repeated one shot attack mentioned in. We further assume that the number of 
attackers d << n where n is the total client amount. It will produce from the characteristics of this attack.  The 
constraint can be relaxed by benefits of virtual servers. 

 
CONCLUSION 

 
A Security System technique for detecting application DOS attack by means of a new constraint-based 

group testing model. Motivated by classic GT methods, three detection algorithms were proposed and a 
system based on these algorithms was introduced Theoretical analysis and preliminary simulation results 
demonstrated the outstanding performance of this system in terms of low detection latency and false 
positive/negative rate. Our focus of this project is to apply group testing principles to application DOS attacks, 
and provide an underlying framework for the detection against a general case of network assaults, where 
malicious requests are indistinguishable from normal. More efficient d-disjunction matrix could dramatically 
decrease the detection latency, as we showed in the theoretical analysis. A new construction method for this 
is to be proposed and can be a major theoretical work for another paper. The overhead of maintaining the 
state transfer among virtual servers can be further decreased by more sophisticated techniques. Even that 
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process is already have quite low false positive/ negative rate from the algorithms, That can still improve it via 
false-tolerant group testing methods.  

 
FUTURE ENHANCEMENT: 
 

We will continue to investigate the potentials of this scheme and improve this proposed system to 
enhance the detection efficiency.  The sequential algorithm can be adjusted to avoid the requirement of 
isolating attackers. More efficient d-disjunction matrix could dramatically decrease the detection latency, as 
we showed in the theoretical analysis. A new construction method for this is to be proposed and can be a 
major theoretical work for another paper.  The overhead of maintaining the state transfer among virtual 
servers can be further decreased by more sophisticated techniques. 
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