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ABSTRACT 

 
With the expansion in the rupee element over practically in every one of the zones of our day by day 

life, the need of its exchanges is likewise very required. With the expansion in the innovative requests, the 
managing an account area has additionally moved towards distributed computing to give 24X7 online backing 
to its clients. Be that as it may, with the expansion in the quantity of clients moving towards online exchanges 
of their own stores, the quantity of occurrences that assumed control in the late years with respect to the loss 
of cash because of shaky method of exchanges has expanded numerous folds. So with because of the episodes 
happened, another framework is being proposed which would give substantially more secured online 
exchanges. In the aforementioned framework, a man at whatever point gets his first access to web managing 
an account would be given with a QR implanted Biometric code which would be totally unique in relation to 
whatever other codes accessible. This specific code would be a twofold check confirmed entryway to enter the 
typical methods of online keeping money. Consequently a lot of wellbeing and security could be guaranteed by 
this framework. 
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I.INTRODUCTION 
 

The issue of security becomes more and more important as the e-commerce grows in the modern 
world. The number of internet banking users is growing all over the world. The convenience of using Internet 
banking to perform banking facilities 24x7 gives an edge over the conveyance channels offered already as 
phone banking, fax banking, kiosk and online managing an account through devoted lines to the bankGenerally, 
people are accepting Internet banking with open hands. However, besides the upsides of Internet managing an 
account there are issues that need to besly. Dealt with. These issues are big in nature and the awareness about 
it amonth the banking  customers in specific are growing in nature. The main issue is about trusting the Internet 
banking due to security reasons. 
 

II AUTHENTICATION AND ITS TECHNIQUES 
 

Unique usernames, Pins, passwords and favored security question and answer (access codes) will be 
utilized to check the personality of clients. These right to gain entrance codes will go about as a key to get to, 
client significant account(s), budgetary data and the saving money offices, items and administrations offered by 
means of the managing an account framework. To guarantee the uprightness of this right to gain entrance 
codes, clients are encouraged to keep up its privacy by not offering it or making it available to some other 
individual. 

 
Security for money related transactions will be of essential criticalness to budgetary establishments 

giving of arranging to give administration conveyance to clients over the  open  Internet,  as  well  as  to  
suppliers  of items, admistrations, and arrangements for internet base e-trate. Concurring to security episodes 
such  as  character  robbery  and  account  seizing undermining client certainity, moderating selection rates and 
debilitating benefits, it will be exceptionally clear that prerequisite to go past minor passwords for confirmation 
is true and essential. By and large, the three elements that may be utilized as a part of a confirmation 
framework are: Something a client knows (a watchword or Personal Identification Number (PIN)); something a 
client has (a gadget, for example, a savvy card or token); something a client is (biometrics). Generally, 
passwords and Pins have been utilized as the most normally utilized validation component. There are 
advantages and disadvantages of various advances. In any case, Biometrics is can't  be overlooked, lost  or 
stolen. In this way this innovation will  be more advantageous than gadgets that a  client must bear  and  certain 
sorts of assault applicable of cards or tokens are wiped out. Countering the danger of misrepresentation is a 
proceeding with methodology obliging steady vigilance and keeping one venture in front of the fraudsters. 
Eventually, the decision of confirmation arrangements will likewise be diverse for each one bank, contingent 
upon its benefits, the dangers the association considers adequate, and the expenses of the (considered) efforts 
to establish safety. One supportive attention is to focus to what degree the engineering should be perfect with 
existing base and steadily changing administrative and innovative scenes. No single security engineering offers a 
silver projectile. The decision of an confirmation framework obliges exchange offs against client comfort and 
agreeableness. The need for stronger shopper validation in e-business situations has formed into an important 
implies of reaffirming purchaser wellbeing, certainty, and acknowledgement. Username and passwords, utilized 
as a typical verification by numerous foundations will be no longer sufficient to ensure suitable access control 
to purchasers accounts. Foundations ought to be capable in making stronger client validation inside the online 
environment to secure their customers and save certainty and acknowledgement. 
 

III. SECURITY SERVICES 
 
Biometric:  
 

Biometric is especially used for secure ATM transaction. Many diverse parts of human physiology, 
science or conduct can be utilized for biometric validation. The determination of a specific biometric for 
utilization in a particular application includes a weighting of a few factors.no single biometric will meet all the 
prerequisites of each conceivable application.in data innovation, biometrics alludes to advances that measure 
and investigate human body qualities, for example, DNA, fingerprints, eye retinas and irises, voice designs, 
facial examples and hand estimations, for validation purposes. A biometric framework can be coordinated into 
two modules- 
 

(i) Database Preparation Module which further contains:  
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a. Enroll Module and  
b. Training Module  

 
(ii) Verification Module which also further divides into:  

 
a. Matching Module and  
b. Decision Module.  

 
QR Codes: 
 

QR Code (abridged from Quick Response Code) is the trademark for a kind of skeleton systematized 
tag (or two-dimensional code) immediately got prepared for the auto business. Extra starting late, the structure 
has had the ability to be perceptible outside the business in light of its energetic clarity and wide stockpiling 
breaking point veered from standard UPC systematized imprints. The code fuses dull modules (square bits) 
managed in a square example on a white establishment. The information encoded can be made up of four 
systematized sorts ("modes") of data (numeric, alphanumeric, byte/twofold, Kanji), or through underpinned 
additions, basically any kind of data. 
 

The QR Code was made in Japan by the Toyota help Denso Wave in 1994 to track vehicles in the midst 
of the social affair strategy, and was from the begin foreseen that will allow portions to be checked at high 
speed. It has then turned out to be one of the two most unique and extraordinary two-dimensional scanner 
types. 
 

IV. TECHNICALITY 
 

Embedding QR codes with Biometrics is quite a new idea that came into picture. In this particular 
scenario, the 2D QR codes are merged into the biometric system, which enhances the security level in any 
authenticated area where security is highly mattered. In this kind of code, the biometric print is embedded in a 
QR code which serves as a private key to the user that provides high grade authentication. 
 

In Online Banking system, where security is a big area to be mentioned, this level of authentication can 
come quite handy. The rate at which online users are increasing, and the level at which the cyber-crime has 
being elicited, this kind of security measure is obligatory. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Flowchart of the processing 
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In the above picture, when the system is ready to perform its task, the finger print image is being 
provided or being given to the system which then enrolls the image of the finger. This enables the system to 
identify the details of the finger’s image which then transforms it to an encoded version of the image. The code 
is then verified and if matched, the user is being allowed to proceed; else the system again goes back to its 
starting position. Before all these happen, the biometric finger print of the user is being taken and then it is 
being encoded and converted into a QR code. This code is being stored in the database and thereafter during 
later use; this code is being matched with the original fingerprint of the user. 
 
 

 
 
 
 
 
 

Figure 2. Fingerprint to encoded strip 
 

V. CONCLUSION  
 

In this paper we have tried to bring out a technique, which can be utilized to a great extent for the 
safety and security measures of online banking transactions where authentication and authorization matters 
the utmost. The confidentiality and the security of the user’s data and transactions mean a lot in these areas. 
 

So this particular system could solve a wide variety of problems that do prevail in the market and 
could provide a great matter of relief to both the users and the service providers and moreover it would be 
head-breaking task for the cyber-criminals to surpass such kind of highly authenticated systems. 
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